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Identification method of encrypted traffic based on support vector machine
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Abstract; The existing methods of encrypted traffic classification are difficult to effectively distin-
guish encrypted traffic and compressed file traffic. Through analyzing the encrypted traffic, txt traf-
fic, doc traffic, jpg traffic,and compressed file traffic, it is found that the methods based on infor-
mation entropy can effectively separate the low entropy traffic and the high entropy traffic. Howev-
er, this method cannot distinguish non-encrypted compressed file traffic with byte randomness and
full flow pseudo randomness. Therefore, the relative entropy feature vector {h,,h,,h,,h;} is em-
ployed to distinguish the low entropy traffic and the high entropy traffic,and the Monte Carlo simula-
tion method is used to estimate the error of 7 value, p.... , Which can be used to distinguish the local
random traffic and the whole random traffic. Finally, a support vector machine (SVM)-based iden-
tification method (SVM-ID) for encrypted traffic and non encrypted traffic is proposed. And, the
SVM-ID method uses the feature space ¢pgyvy = { hy, Ay, Hy, A, Pener | @s the input. The SVM-ID
method is compared with the relative entropy method. The experimental results show that the pro-
posed method can not only identify the encrypted traffic well, but also distinguish the encrypted traf-
fic and the non-encrypted compressed file traffic.
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